1.

Principle

1.1 emonitor ("Processor") processes personal data of third parties in the
software on behalf of the customer (“"Controller") as part of the fulfillment
of the user contract.

1.2 This data processing agreement ("DPA") is an integral part of the user
contract. The definitions of the general terms and conditions (AGB) of
emonitor apply.

Applicable Law
The "applicable data protection laws" are:

(a) For the processing of personal data subject to the Swiss Federal Data
Protection Act ("DSG"): the DSG;

(b) For the processing of personal data subject to the EU General Data
Protection Regulation ("GDPR"): the GDPR.

. Duties of the Processor

3.1 The subject of the processing, and thus this DPA, is the personal data
of third parties that the Processor processes in the software to fulfill the
user contract ("Personal Data").

3.2 This includes the following data of the following affected persons
(categories):

(a) For rental or purchase applicants:
(I) the content of the application;
() communication content;
(1) technical data.

(b) For the users (software users) of the Controller:
(1) identification and contact data (e.g., name, email);

(1) login and other user data;

(1) communication content;

(IV) technical data.

3.3 This agreement applies to all activities in which the Processor or sub-
processors commissioned by the Processor process this Personal Data.

3.4 The purpose of the processing is the provision of the software in
accordance with the user contract. This includes the performance of
necessary auxiliary functions (e.g., error monitoring). The Processor also
evaluates certain technical data of the Controller's users for the non-
personal purpose of improving its services. Additionally, section 9 of the
AGB applies.

3.5 The nature of the processing includes the necessary activities for
these purposes, in particular, collecting, recording, organizing, storing,



adapting or altering, retrieving, using, transmitting, providing, matching,
linking, deleting, or destroying Personal Data.

. Processing in Accordance with the User Contract and Additional
Documented Instructions

4.1 The Processor processes the Personal Data in accordance with the
user contract and any additional documented instructions from the
Controller. Instructions not provided for in the user contract must be
given in writing. They will be treated as requests for service changes and
are chargeable.

4.2 The Processor shall inform the Controller without delay if they believe
that an instruction violates applicable data protection laws.

4.3 If the Processor is legally obligated to process the Personal Data in a
manner different from the Controller's instructions, they shall inform the
Controller of this legal requirement before processing, except where the
applicable law prohibits such information for important public interest
reasons.

. Data Security and Confidentiality

5.1 The Processor takes appropriate technical and organizational
measures to ensure an adequate level of data security within the
meaning of the applicable data protection laws.

5.2 For this purpose, the Processor has particularly taken the technical
and organizational measures listed in Annex 1. These measures are
subject to technical progress and development. The Processor reserves
the right to adapt, revoke, or replace existing measures and to implement
additional measures. In doing so, the Processor ensures that the general
security level remains equivalent. The Controller may request an updated
list of technical and organizational measures at any time.

5.3 The Processor regularly monitors the internal processes and
technical and organizational measures to ensure an adequate level of
data security in the data processing within its responsibility in
accordance with applicable data protection laws.

5.4 The Processor shall not create copies or duplicates of the Personal
Data without the Controller's knowledge, except for technically
necessary temporary reproductions and backups required to ensure
proper data processing, data protection, and data security.

5.5 The Processor ensures that employees or other persons authorized
to process Personal Data are subject to appropriate contractual or legal
confidentiality obligations. The Processor guarantees that the employees
involved in processing are made familiar with the relevant data protection
regulations and this DPA before beginning the processing.



6. Cooperation in Fulfilling Legal Obligations
6.1 The Processor supports the Controller appropriately in fulfilling their
obligations under applicable data protection laws, particularly:

(a) towards the competent data protection authorities;

(b) towards affected persons, especially when they exercise their rights
(e.g., to rectification, deletion, or information) under applicable data
protection laws;

(c) with regard to the Controller's data protection impact assessments.

6.2 The Controller shall bear the costs of these services from the
Processor, provided they exceed the ordinary performance of the
contract. Exceptions apply where support is demonstrably required due
to a violation of applicable data protection laws or the Processor’s
contractual obligations.

6.3 If an affected person or authority contacts the Processor, the
Processor shall forward the request to the Controller without delay. The
Processor shall not be liable if the Controller does not, or does not
correctly or promptly, respond to the request.

7. Sub-processors
7.1 The Controller agrees to the use of sub-processors listed in Annex 1
for the processing of Personal Data under this DPA.

7.2 The Processor may involve additional sub-processors where
necessary to fulfill the contract. The Processor shall maintain an updated
list of sub-processors, which the Controller can review at any time. If the
Controller objects to a sub-processor on important data protection
grounds and the Processor cannot offer an appropriate alternative, the
Controller may terminate the contract extraordinarily.

7.3 The Processor selects sub-processors carefully and imposes
substantially the same data protection obligations as those set forth in
this DPA. The Controller may request to review the relevant contracts
between the Processor and the sub-processors.

8. Transfer of Personal Data Abroad
8.1 Without the prior consent of the Controller, the Processor shall only
transfer Personal Data to organizations abroad where the applicable data
protection laws regarding international data transfer are observed.
8.2 Adequate protection in countries without an adequacy decision (e.g.,
Bosnia) is generally ensured by the conclusion of standard contractual
clauses between the Processor and the sub-processor.

9. Evidence and Inspections
9.1 Upon request, the Processor shall provide the Controller with
appropriate evidence of compliance with the obligations under this DPA.
9.2 If an inspection by the Controller or an external auditor appointed by



them is required, it shall be carried out during regular business hours
without excessive disruption to operations and with appropriate notice.
The Controller shall bear the inspection costs unless it is demonstrably
required due to a violation of the Processor's applicable data protection
laws or contractual obligations.

9.3 The Processor may reject the inspection by an external auditor if they
are not appropriately qualified, independent, are in direct competition
with the Processor, or are otherwise evidently unsuitable.

9.4 The Processor is not obliged to disclose to the Controller or their
external auditor the following:

) data from other customers of the Processor;

) internal accounting or financial data of the Processor;

) trade secrets of the Processor;

) data whose disclosure is prohibited by law; and

) data that is not necessary for the exercise of the rights recorded in
i
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this section.

10. Notification of Personal Data Breaches

1.

10.1 The Processor shall notify the Controller without delay upon
becoming aware of a data breach or other personal data protection
violation in their responsibility. The Processor shall provide the Controller
with sufficient information to enable them to meet their reporting and
notification obligations to the affected persons. The Processor shall take
appropriate measures in cooperation with the Controller to investigate
and remedy the breach.

Deletion of Personal Data

Personal Data stored in the software shall be irreversibly deleted 6
months after the end of the user contract. The Controller may also
request in writing (text form is sufficient) that the Processor delete the
Personal Data earlier.

11.1 The Controller may independently archive personal data of rental and
purchase applicants in the software at any time. Archived or deactivated
data shall be irreversibly deleted 3 months after their
archiving/deactivation in the software.

11.2 It is the responsibility of the Controller to ensure that any data that
needs to be reused is exported and secured before these deletion
processes begin.

11.3 Section 9 of the AGB and any legal obligations of the Processor that
prevent deletion shall remain unaffected.

12. Transfer of Personal Data

12.1 Upon termination of the contract or at any time upon the written
request (text form is sufficient) of the Controller, the Processor shall



provide the Controller with a complete copy of the data stored in the
software.

12.2 The transfer of data is free of charge in a common format chosen by
the Processor in consultation with the Controller. If the Controller
requests a different format and this causes significant additional effort,
the Controller shall compensate the Processor for the additional effort.

12.3 The Controller may independently export personal data of rental and
purchase applicants from the software at any time.

13. Liability
The liability provisions of the AGB apply.

14.Duration and Termination
14.1 The term of this DPA corresponds to that of the user contract.

14.2 Nevertheless, the provisions of this DPA shall continue to apply to

any data processing activities as long as they continue after the contract
ends.

Signature

V J—



Annex: Sub-processors

Sub-processors

Google

CreditTrust
(Certifaction, CRIF,
Intrum) (only if
customers have

integrated this service)

Freshdesk

InputLayer GmbH

Postmark / Active
Campaign LLC

Google Analytics (only if

emonitor hosts the
customer website)

Purpose

Hosting

Creditworthiness
certificates

Software support

Software

Data
Location

Switzerland

Switzerland

EEA

development, server Switzerland

infrastructure

Email server

Analytics

USA

Worldwide

Data Categories

No access to
personal data
(encryption)

Contact details
and demographic
data (date of birth)

Contact details of
software users

Limited access to
personal data
(encryption)
Access to contact
details (name,
email address)
Technical data (IP
address) & user
behavior



